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Plonk is a zk-SNARK with

• constant-size proofs, sublinear verification time

• universal and updatable SRS
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Knowledge soundness of

. . . under q-DLog

in the AGM + ROM

q-DLog in G = 〈g〉

gτ , . . . , gτ
q → → τg1, g2, . . . , gq → → g

→ → c

with g =
∏
gcii

Algebraic group model (AGM) [FKL18]
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Knowledge soundness of

. . . under q-DLog

in the AGM + ROM

. . . under q-{A |Split}RSDH

in the ROM

2019
Can Plonk

be proved secure

without random oracles?
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Recursive proof systems

Suppose we want to prove statements succinctly:

x1 x2 x3 . . . xn∧ ∧ ∧ ∧

π
SNARK!

• Large circuit? (large parameters; long proving time . . . )

• If xi, xi+1, . . . not known yet? (“zk”-rollups,. . . )

︸ ︷︷ ︸
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Recursive proof systems

Suppose we want to prove statements succinctly:

x1 x2 x3 . . . xn

π1 π2 π3 . . .

Recursive proof!

πn

⇒ • incrementally verifiable computation

• proof-carrying data

• scalable rollups

• succinct blockchains ( )
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Soundness / ROM

x2

π1 π2

Statement: “I know witness for x2
and π1: Verify(x1, π1) = 1”

x1

SNARK secure in the random oracle model (ROM) must use real H
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Our work

. . . in the AGM

under q-DLog

and zero-testing assumption

is knowledge-sound

2026

. . . and both assumptions

are necessary

. . . in the standard model

and zero-testing assumption

is (comp.) zero-knowledge

ROM
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Our work

. . . in the AGM

under q-DLog

and zero-testing assumption

is knowledge-sound

2026

Recursive proof π2 for “I know witness for x2
and π1: Verify(x1, π1) = 1”

AGM

witness for x1?

x2

π1 π2

x1
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Recursive AGM

2024

g1, g2, . . . , gq → → g

→ → c with g =
∏
gcii

Recursive AGM

If (ci, cj) = g′ ∈ G → c′ with g′ =
∏
g
c′i
i

If (c′i′ , c
′
j′) = g′′ ∈ G

. . . in the AGM

under q-DLog

and zero-testing assumption

is knowledge-sound

→ c′′ with g′′ =
∏
g
c′′i
i
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The zero-testing assumption

Simplification: “find polynomial 0 6≡ f ∈ F(≤d)[X] such that f(H(f)) = 0”

Let F finite field, H : {0, 1}∗ → F hash function

Zero-testing.

• H : {0, 1}∗ → F
• (Setup,Com) a commitment scheme over M
• D :M→ F(≤d)[X]

Given par ← Setup, find m, s.t.

for f := D(m): • f 6≡ 0

• f
(
H(Compar(m)

)
= 0

Setup
par

m

DCompar

H

α f 0
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Using ZT

P V
Setup

par

m

DCompar

H

α f 0

Zero-testing

I have polynomials f1, f2
s.t. f2 ≡ f31

• cmi := Com(fi)

cm1, cm2

α←$ F

• yi := fi(α)
• πi . . . opening proofs

y1, π2, y2, π2

• check π1, π2

• return y2
?
= y31
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Using ZT

P V
Setup

par

m

DCompar

H

α f 0

Zero-testing

I have polynomials f1, f2
s.t. f2 ≡ f31

• cmi := Com(fi)

cm1, cm2

α←$ F

• yi := fi(α)
• πi . . . opening proofs

y1, π2, y2, π2

• check π1, π2

• return y2
?
= y31

α := H(cm1‖cm1)α := H(cm1‖cm1)

soundness-A breaks

For D(f1, f2) := f2 − f31Claim.

z

Proof.

m := (f1, f2)m := (f1, f2)

⇔≈ f2(α)− (f1(α))
3 = 0

6≡ 0
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.
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.

Setup
par

m

DCompar

H

α f 0

For m = (SL, SR, SO, SM, SC, Sσ,1, Sσ,2, Sσ,3, ~x,A,B,C), define

D1(m) :=
∏
i∈[n]

f(Xβ , Xγ , ω
i)−

∏
i∈[n]

g(Xβ , Xγ , ω
i)

with f(Xβ , Xγ , Xδ) :=
(
A(Xδ) +XβXδ +Xγ

)(
B(Xδ) +Xβk1Xδ +Xγ

)(
C(Xδ) +Xβk2Xδ +Xγ

)
and g(Xβ , Xγ , Xδ) :=

(
A(Xδ) +XβSσ,1(Xδ) +Xγ

)(
B(Xδ) +XβSσ,2(Xδ) +Xγ

)(
C(Xδ) +XβSσ,3(Xδ) +Xγ

)
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Jusitifying zero-testing

Setup
par

m

DCompar

H

α f 0

Zero-testing

Theorems.
Zero-testing holds for H : {0, 1}∗ → F, (Setup,Com)

w.r.t. D :M→ F(≤d)[X]

• . . . if H is modeled as a random oracle

and (Setup,Com) is binding

• . . . if (Setup,Com) is KZG over a generic group

and H is balanced

implied by collision-resistance

Open questions: cryptanalysis
for used hash functions


