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What do we mean by that?
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Algebraic attack=Writing equations+ external solver
= POlynomial System+ Solving

From amodern symmetric cryptography perspective

Should we care? ... clearly yes

How should we care? ... by systemizing the knowledge we have

Conclusion
We need to greatly simplify the study of:

1 what PoSSo techniques are, and how efficient they are

2 the polynomial systems arising from symmetric cryptanalysis



Algebraic attack=Writing equations+ external solver
= POlynomial System+ Solving

From amodern symmetric cryptography perspective

Should we care?

... clearly yes

How should we care? ... by systemizing the knowledge we have

Conclusion
We need to greatly simplify the study of:

1 what PoSSo techniques are, and how efficient they are

2 the polynomial systems arising from symmetric cryptanalysis



Algebraic attack=Writing equations+ external solver
= POlynomial System+ Solving

From amodern symmetric cryptography perspective

Should we care? ... clearly yes

How should we care?

... by systemizing the knowledge we have

Conclusion
We need to greatly simplify the study of:

1 what PoSSo techniques are, and how efficient they are

2 the polynomial systems arising from symmetric cryptanalysis



Algebraic attack=Writing equations+ external solver
= POlynomial System+ Solving

From amodern symmetric cryptography perspective

Should we care? ... clearly yes

How should we care? ... by systemizing the knowledge we have

Conclusion
We need to greatly simplify the study of:

1 what PoSSo techniques are, and how efficient they are

2 the polynomial systems arising from symmetric cryptanalysis



Algebraic attack=Writing equations+ external solver
= POlynomial System+ Solving

From amodern symmetric cryptography perspective

Should we care? ... clearly yes

How should we care? ... by systemizing the knowledge we have

Conclusion
We need to greatly simplify the study of:

1 what PoSSo techniques are, and how efficient they are

2 the polynomial systems arising from symmetric cryptanalysis



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

Outline

1 Intro: What do we call an algebraic attack?

2 What is a PoSSo-based Attack?

3 The More Complicated Case of “Real” PoSSo

4 Where to go from here?

6 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

Attacking Elisabeth
Outline of an attack
Security Arguments

Plan of this Section

1 Intro: What do we call an algebraic attack?

2 What is a PoSSo-based Attack?

3 The More Complicated Case of “Real” PoSSo

4 Where to go from here?

6 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

Attacking Elisabeth
Outline of an attack
Security Arguments

Plan of this Section

1 Intro: What do we call an algebraic attack?

2 What is a PoSSo-based Attack?
Attacking Elisabeth
Outline of an attack
Security Arguments

3 The More Complicated Case of “Real” PoSSo

4 Where to go from here?

6 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

Attacking Elisabeth
Outline of an attack
Security Arguments

The particular case of Elizabeth (1/2)

Elisabeth
Implements a “filter

permutator”

Key register is never
modified

Optimized for TFHE

Lowmultiplicative
depth: F is of low
degree
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Basic Linearization

si = F(x0, ...xℓ)

=
∑
u∈Fn

2

αu

∏
j

xujj =
∑
u∈Fn

2

αuPu

αu is known, both xj and Pu must be recovered.

If the number of equations is high enough,
this can be solved using basic linear algebra!

Improvement

1 Careful analysis of the ANF means there
are fewer unknowns

2 Better algorithm than Gaussian
elimination
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A failed argument

What went wrong?

1 Wrong assumptions about the relevant metric: degree vs. number of possible monomials
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Definition

Polynomial System Solving


p1(x1, . . ., xN) = 0

...

pk−1(x1, . . ., xN) = 0

pk(x1, . . ., xN) = 0

→
PoSSo
magic!


x1 = c1
...

xN−1 = cN−1

xN = cN

Here, we suppose that there is a finite, small number of solutions (e.g. not a full vector space).
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CICO-1 for a Permutation (Naïve case)

F0 Fi FR−1x0 xi xi+1 xR

Naïve Encoding

Sub-variables xi
for each round;

xi = (xi,0, ..., xi,ℓ−1)



x0 = (?, ..., ?, 0)

... ...

xi+1 = Fi(xi)

... ...

xR = (?, .., ?, 0)



x0 = (?, ..., ?, 0)

... ...

Fi′(xi, xi+1) = 0

... ...

xR = (?, ..., ?, 0)
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Limited Birthday Distinguisher (via Rebound Attack)

Goal: find (x, x′) such that

x+ x′ ∈ V f(x) + f(x′) ∈ W

fbw fin ffw

Inbound

OutboundOutbound

Rebound Attack

1 Generate a lot of pair inner
values y, y′

2 Hope that they propagate to
good x, x′, f(x), f(x′)

Step 1. (inbound) can be done by solving a system!
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Generic System Solving: Steps and Tools
p1(x1, . . ., xN) = 0

...

pk−1(x1, . . ., xN) = 0

pk(x1, . . ., xN) = 0


g1(x1, . . ., xN) = 0

...

gκ−1(x1, . . ., xN) = 0

gκ(x1, . . ., xN) = 0


g∗1 (x1, . . . , xN) = 0

...

g∗N−1(xN−1, xN) = 0

g∗N(xN) = 0

g∗N(xN) = 0 → xN

1. Define system

2. Find a GB (F4/F5) 3. Change order to lex 4. Univariate root

The Tools Used
SAGE Open source, mostly reliable...

but sloooow

F4/F5 What makes it possible...

but Open source implementations hard to find, big difference
in efficiency between public/proprietary implementations.

but things are getting better!

FGLM No “practical” issues...

but lots of variants with very different complexities

Berlekamp-Rabin Easy to re-implement
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(
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)
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)
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Other techniques
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These
complexities are

theoretical
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Two Hash Functions vs. Rebound Attacks

Bak, A., Jazeron, G., Galissant, P., & Perrin, L. (2025). Attacking Split-and-Lookup-Based
Primitives Using Probabilistic Polynomial System Solving: Applications to Round-Reduced
Monolith and Full-Round Skyscraper. IACR Transactions on Symmetric Cryptology, 2025(3),

337-367. https://doi.org/10.46586/tosc.v2025.i3.337-367

How to combine S & L and x 7→ x2 to obtain permutations secure against
PoSSo-based attacks and e.g. differential attacks?
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3 ... and anyway this step can be approached in many different ways

4 A piori sensible design strategies can fail completely (Skyscraper-V1, Anemoi...)

26 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

What have we learnt?

1 Many cryptanalyses become possible thanks to PoSSo (CICO-1 of course, but also rebound,
key recovery...)

2 The exact complexity of the PoSSo step remains mysterious...

3 ... and anyway this step can be approached in many different ways

4 A piori sensible design strategies can fail completely (Skyscraper-V1, Anemoi...)

26 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

What have we learnt?

1 Many cryptanalyses become possible thanks to PoSSo (CICO-1 of course, but also rebound,
key recovery...)

2 The exact complexity of the PoSSo step remains mysterious...

3 ... and anyway this step can be approached in many different ways

4 A piori sensible design strategies can fail completely (Skyscraper-V1, Anemoi...)

26 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

What have we learnt?

1 Many cryptanalyses become possible thanks to PoSSo (CICO-1 of course, but also rebound,
key recovery...)

2 The exact complexity of the PoSSo step remains mysterious...

3 ... and anyway this step can be approached in many different ways

4 A piori sensible design strategies can fail completely (Skyscraper-V1, Anemoi...)

26 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

What do symmetric cryptographers need? (IMO)

1 Better ressources for symmetric cryptographers on PoSSo
What are the relevant algorithms? Their complexities?
What are potentially interesting papers/techniques in the PoSSO literature?

SoK? Wiki? “living” survey on github?

2 Better software for symmetric cryptographers on PoSSo
Easily test different solving technique
Implement sophisticated state-of-the-art algorithms

27 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

What do symmetric cryptographers need? (IMO)

1 Better ressources for symmetric cryptographers on PoSSo
What are the relevant algorithms? Their complexities?
What are potentially interesting papers/techniques in the PoSSO literature?

SoK? Wiki? “living” survey on github?

2 Better software for symmetric cryptographers on PoSSo
Easily test different solving technique
Implement sophisticated state-of-the-art algorithms

27 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

What do symmetric cryptographers need? (IMO)

1 Better ressources for symmetric cryptographers on PoSSo
What are the relevant algorithms? Their complexities?
What are potentially interesting papers/techniques in the PoSSO literature?

SoK? Wiki? “living” survey on github?

2 Better software for symmetric cryptographers on PoSSo
Easily test different solving technique
Implement sophisticated state-of-the-art algorithms

27 / 28



Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

PESSCY conclusion

https://github.com/
bbdaumen/PESSCY

(by Baptiste Daumen)

Thank You!

28 / 28

https://github.com/bbdaumen/PESSCY
https://github.com/bbdaumen/PESSCY


Intro: What do we call an algebraic attack?
What is a PoSSo-based Attack?

The More Complicated Case of “Real” PoSSo
Where to go from here?

PESSCY conclusion

https://github.com/
bbdaumen/PESSCY

(by Baptiste Daumen)

Thank You!

28 / 28

https://github.com/bbdaumen/PESSCY
https://github.com/bbdaumen/PESSCY

	Intro: What do we call an algebraic attack?
	What is a PoSSo-based Attack?
	Attacking Elisabeth
	Outline of an attack
	Security Arguments

	The More Complicated Case of ``Real'' PoSSo
	From Cryptanalysis to a System of Equations
	POlynomial System SOlving Techniques
	A Tale of Two Hash Functions

	Where to go from here?

